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1. mToken CryptolD Manager

mToken CryptolD Manager is used to manage tokens, which is developed for admin
manager only.

Please run Cryptol DEAdmin.exe which locates in SDK’s tools\CryptolDEAdmin.

1.1 Basic Functions

mToken CryptolD Manager’s functions include:
1. Change User PIN
2. Change Token Name
3. Import / delete / view certificates
4. Initialize
5. Set SO PIN

6. Unlock

1.2 Basic Operations
1.2.1 Token Parameter Review

1. Open mToken CryptolD Manager, all the connected devices will be auto-
detected and listed in the left Panel.
2. Then select a device name, detailed information about connected token will be

shown in the right Panel.

74 mToken CryptolD Manager V2.2.17.224 - O
]
ﬁLOMGMA[ rifoken
4 r Token
45 mToken CryptoID Field Value
% Change User PIN
-/ Change Taken Name Token Mame mToken CryptoID
[ Certificates Manufacturer Longmai
Pl & Administrator Model E
i Q_' Initialize Serial Number SFC4ABCS1ECEE3AF
Set 50 PIN Max PIN Length 32
&' Unlock Min PIN Length [
----- — | System Information User PIN Try Times 10
@ About Token State Unlocked
Total Memory 128 KB
Free Memory 107 KB
Hardware Version SCC-X
Firmware Version 3.11(20)
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1.2.2 Change User PIN

To change User PIN:
1. Select Change User PIN in the left tree.
2. Input the old User PIN.
3. Input a new User PIN and a confirm PIN.

4, Click Set.
0LONGMM moken

4 Token

a @ Token CryptolD
/3%, Change User PIN

! Change Token Name

57 Certificates

Administrator

I Initialize Old User PIN: | |

% Set 50 PIN

- Unlock

- | System Information ew User FIN: | |

- About

Confirm PIN: | |

Set

1.2.3 Change Token Name

To change the token’s name, select Change Token Name in the left tree and input a new
name in the dialog box, click Set to save changes.

0LONGMM moken

rl ? Token
4 @ mToken CryptoID
: Change User PIN

~ Change Token Name
Certificates
4 ‘3 Administrator

B Initialize

7 5et50PIN Please input new name:
% Unlodk
.= | System Information
&% About

mToken CryptolD
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1.2.4
1241

To

Certificates
Import certificate

import certificate into the mToken CryptolD, perform the following operations:
1. Select Certificate in the left tree and input correct User PIN. (Default value is

12345678)

174 mToken CryptolD Manager V2.2.17.224 - O

0LONGMAi

4 Token
a % mToken CryptoID
&, Change User PIN

moken

« Change Token Name
.[=] Certificates

a ‘?‘ Administrator

{‘L Initialize:

- E Set 50 PIN

Token Name:

¢

&2

mToken CryptoID

...... @ Unlock
----- — | System Information

5 About

User PIM: |

Login(L) Cancel(C)

Note: The token will be locked after ten times wrong PIN input. In this case, user
has to contact the admin manager to unlock it.

The remaining trials are independent of reconnection and time, but will restore
to default value after successful PIN verification.

User can check the User PIN Try Times by clicking the device name in the left

tree.
(74 mToken CryptolD Manager V2.2.17.224 - U
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4 ‘; Administrator Model E
L Thitilion Serial Number SFC4ABCS1ECEE3AF
- SetSOPIN Max PIN Length 32
...... (‘P Unlock Min PIN Length 6
----- —/| System Information [ User PIN Try Times 10
- About Token State Unlocked
Total Memory 128 KB
Free Memory 107 KB
Hardware Version SCC-X
Firmware Version 3.11020)

Refresh
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Click Import Certificate.
Click Browser to select a certificate.
Input its correct password if needed.

Select New Container Name (manually input a name or use an auto-name by

clicking Random Name button), or select Existing Container (choose from

drop-down list)

N o

(7.

4 - Token

4 @ mToken Cryptoll
- % Change User
i Change Toke

E-:“.ﬂ Certificates

4 :. Administratol
ma Initialize

I SetSOP

(% Unlock
----- — | System Information
About

Select the type of the key.
Click OK to import the key.

mTalean CommdalM kA

Import Certificate

VYT AT A

Annmar

Select a certificate file to impart

moken

F:\Personal\iF 4 uc051(12345673).p12 DBrowse

Al certificates Er
O

File Password: sesssene

l@Select Container

{B3AC3DF3-C3FF-4B53-80A7-BEE1DD4F 158 1}

(®) New Contziner Name

(") Existing Container
{4F5C4188-5012-4FEC-9873-4AAD IDDGEEOE}

@:TYDE

(®) Key Exchange(Encryption/Decryption etc.)

() signature(SignatureValidation only) G?mport Certificate

Delete Certificate

2 oK Cancel(C)

Note: A container can contain up to two certificates, but must be different types, for

example, if the first one
certificate, vice versa.

is Key Exchange certificate, the second one must be Signature

Importing a certificate which type already existed in the same container, below window

will pop up.

Information

o The key exchange certificate already exists.

If importing a different type of certificate, the importation can execute successful.
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1.2.4.2 Delete container

Select a certificate and click Delete Certificate

&
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4 Token

4% mToken CryptolD

% Change User PIN
¢+ Change Token Mame

4 {3 {4F5C4188-50 12-4FEC-9873-4AAD 1DD6EBOE} Container)

4 a Key Exchange Certificate
=] 2048
3P, Public Key(RSA2048)

-] Certificates [ Private Key(RSA2043)
4 & Administrator 4 45 {B3AC3DF8-C3FF-4B53-80A7-RRE 1NN4F 15814 (Cantainsr)
- B Initialize 4 423 Key Exchange Certific Information u
' 5etSOPIN =] ucds0
e é\ Unlack &y Public Key(RSA10
57| System Information -l Private Key(RSA1 .
About Are you sure to delete it?
No
\\
Refresh View Registration Import Certificate
Logout Export Certificate Unregistration Delete Certificate

1.2.4.3 View Certificate

Double-click the certificate 2048 or click the View to view the detail info of the

certificate (as seen below)
(74
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44 Token

Fl @ mToken CryptolD

: % Change User PIN

 Change Token Name

f=] Certificates

a4 d?i Administrator

-5 Initialize

i SetSOPIN
el Unlock

----- — | System Information

About

4 23] [4F5C4188-5012-4FEC-9373-3AAD 1DDSEBOE Y Container)

4 a Key Exchange Certificate

Refresh View Registration Import Certificate
Logout Export Certificate Unregistration Delete Certificate
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1.3 Administrator Operations

1.3.1 Initialize

To initialize the mToken CryptolD device, perform the following operations:
1. Select Initialize in the left tree.
2. Fill out all input boxes.

3. Click Initialize and input the correct SO PIN.

(/4 mToken CryptolD Manager V2.2.17.224 - O R
O oncuni ioken
44 Token
4 @ mToken CryptolD Basic Information

ot % Change User PIN
¢ Change Token Name
Certificates

Administrator Token Mame: |CryptolD-E
|§ . Initialize

~ Set 50 PIN 50 PIN: |admin1z3
i Unlock
gl System Information User PIN: | 12345673
About
S0 PIM Max PIN try count: 10 = {1-15)
User PIN Max PIN try count: 10 = {1--15)

Initialize

Min PIN length and Max PIN length are limited to 6~32 characters while Max PIN try
count is limited to 1~15 trials.

Note: Initialize function should be used carefully, because all containers and certificates
will be cleared during this process. In addition, all PINs (including SO PIN) will be reset.

1.3.2 Set SO PIN

If the device administrator needs to change SO PIN, please directly use mToken CryptolD
Manager to do this modification.
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4 Token
a @ mToken CryptoID
[ % Change User PIN
e Change Token Name
i--[EH] Certificates

4 ;—:‘. Administrator

L Initialize Old 50 PIM:

~1]_SetSOPIN

= é Unlock
----- —| System Information FETEYHLE
About

Confirm SO PIN:
Set 50 PIN
1.3.3 Unlock

In case user forgets the User PIN, manager can use mToken CryptolD Manager to unlock
the device.

To unlock the token, perform the following operations:
1. Select Unlock in the left tree,
2. Input the correct SO PIN, otherwise can’t change the User PIN,
3. Input a new User PIN and confirm it again,
4. Click OK to change the User PIN.

74 mToken CryptolD Manager V2.2.17.224 - 0O R

0LONGMM moken

4 Token

a @ mToken CryptolD

----- % Change User PIN

: Change Token Name

a i?i Administrator
& Initialize 50 PIN:

Set 50 PIN
{é Unlock
----- — | System Information
- About

Mew user PIN:

Confirm user PIN:

Unlack

Note: The length of the PIN has to follow the Min PIN and MAX PIN length limitation.
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1.4 System Information

By clicking System Information, you can view currently system status

0LONGMM moken

4P Token
a @ mToken CryptolD Field Value
% Change User PIN )
. 0- Change Token Name o5 Windows & Pro (x64)
Certificates IE Browser Version Internet Explorer Version: 10.0.9200,22139
4 ‘% Administrator MiniDriver Installation Installed
@ Initialize MiniDriver Version 2.0.17.503
S G2t S0 PIN CSP Installation Installed
Unlodk PKIC511 Version 2.0.17.414
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About Century Longmai

Established in 2003, Century Longmai Technology Co., Ltd is one of the most leading information
security device vendors in China with over 12 years’ experience developing latest generation of
digital security solutions and products for secure information access and transmission. Our
product portfolios include PKI dongles, wireless PKI tokens, OTP tokens, smart card, smart card
readers, electronic document protection solution, software license dongles, Smartcard readers
and OEM services. Proved to be secure and convenient, our solutions and products are dedicated
to help customers build safe, efficient and sustainable networks, financial systems and enjoy

secure access to data and information everywhere whenever they want.

Century Longmai Technology Co., Ltd

3/F, Gongkong Building, No.1 Wangzhuang Rd, Haidian District, Beijing, P.R China 100083
Postcode: 100083

Tel: (86) 10-62323636 | Fax: (86) 10-62313636

Sales E-mail: info@longmai.net | Support E-mail: support@longmai.net

Website: http://www.longmai.net
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