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1. Introduction

mToken CryptolD is smartcard USB token compliant with both standards PC/SC and
CCID. The mToken CryptolD provides pkcsll middleware for Linux and Mac OS,
which could be used by the applications, like firefox, thunderbird, etc.

This document describes how to use it from these applications, it’s same on both Linux
and Mac OS.

The PKCS11 module could be found from the pkcsl1l folder of the SDK. You can find
the module file by different OS.
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2. Add access rules for mToken CryptolD on Linux

The USB device is not allowed to access by non-root user until adding access rules into
the udev sub system on linux.
Please put the “90-mtoken.rules” into /etc/udev/rules.d with root account and re-plugin

the token, then you can access it with the pkcs1l from applications.
There is no need to do so for MAC OS system.

3. Firefox Usage Guide

To integrate Firefox browser with mToken CryptolD device, you need to first perform
some configurations.
Start Firefox, and perform the following operations step by step:

1. Start Firefox, and then select Edit— Preferences.

Welcome to CentOS - Mozilla Firefox
Filefl =- | Bview History Bookmarks Tools Help

fileyjjusrjshare/doc/HTML/index.html

M fiki [@)Documentation [g]Forums
OI nE:
Home | Wiki | Mailing Lists | Mirror List
Select all Ctri+A
Find ar+r 20 CentOS
Find Again Ctri+G |, . .
2 ity ENTerprise Operating System

2. The Firefox Preferences bullet box will pop up, select Advanced —Encryption —

Security Devices.
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) Firefox Preferences - O x
M = =B K A 1

General Tabs Content Applications Privacy Security

General | Network Update f Encryption 2

Protocols

Use SSL 3.0 Use TLS 1.0
Certificates

When a server requests my personal certificate:

) Select one automatically ® Ask me every time

2
- )

| View Certiﬁcateg] | Revocation Lists | | Validation |

‘ ﬂelp | ‘ 3 Close |

3. Click Security Devices, the Device Manager appears, then click Load to load

PKCS#11 device.

) Device Manager - O x

Security Modules and Devices Details Value

< NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device

< Builtin Roots Module

Builtin Object Token

| EnableFIPs |

4. Specify a name and a path for the security module.

Path: /usr/lib/cryptoide_pkcsll.so, for example.
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'w Firefox Preferences - 0O X |Firefox

W Es K W s

General Tabs Content Applications Privacy Security

Device Manager
General = Netwark
Security Modules and Devices Details Value
< NSS Internal PKCS #11 Module

Generic Crypto Services
Certificates 'So_ftware Security Device
< Builtin Roots Module

Builtin Objefs

Protocols
Use S5L 3.C

When a server

, Load PKCS#11 Device _ o x [ |
) Select one s /
Enter the information for the module you want to add.
_‘u’iew Certifici Module Name: [ Enable FIPS |
Module filename: [
|°Cancel| l Q‘EOK l
| | | Pox |
| [Bltelp | . |
Select the PKCS11 module file and click OK to load.
@ Firefox Preferences — O X |Firefox
L == = d (=] i e
I = s K ™ & e
General Tabs Content Applications Privacy Security hd
Device Manager - O x
General  Network ®
Security Modules and Devices Details Value

Protocols

< NSS Internal PKCS #11 Module
Use S5L 3.C

Generic Crypto Services
Certificates sgftwara Security Device
~ Builtin Roots Module

When a servey Builtin Objefes

Load PKCS#11 Device

- o x
) Select one i
Enter the information for the module you want to add.
| View Certific Module Name: | New PKCS#11 Module | | Enable EiPs |
Module filename: [jhcme,fhxthesktop,l'libcryptu] [ Browse... l
(=
— | Pox |
| [@]nerp |

5. The module is displayed on the left panel. The shown name is what you typed above.
Now, you have already integrated Firefox with mToken CryptolD successfully, you can

try to login and logout the mToken CryptolD device.
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3.1 Using PKCS#11 Interface to request a Digital Certificate

The process of requesting a certificate using the PKCS#11 interface through the
Firefox browser on Linux platform is described below:

1. Make sure you have connected and initialized mToken CryptolD device on your

computer. Start Firefox and open your CA’s Webpage. Then, select Request a

certificate.
= @ 192168038/ certsr @ | | B~ Googie
Microsoft Active Directory Certificate Services — WIN-DC57IRHIGRU-CA
Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation lisl

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Request a cerificate
View The status of a pending certificate request
Download a CA certificate cerfificate chain, or CRL

Se

2. Click Next to continue, the certificate type page appears, Select User Certificate.

€ P @ 192168038/ certsrv/certrqus.asy Q
Microsoft Active Directory Certificate Services — WIN-0C57IRHIGRU-CA
Request a Certificate

s g g
i User Certificate I

Or, submit an advanced certificate request.

3. Click Next to continue, the key length page appears. Select an appropriate length from
the drop-down list.

(' @ 192.168.0.38/ certsrv/certrgbi.aspitype=0

Microsoft Active Directory Certificate Services — WIN-0C57IRHIGRU-CA

User Certificate - Identifying Information

No further identifying information is required.

Please select a key strength:
Key Strength: | 1024 (Medium Grade) v

4. Click Submit, the token selection page appears. Select the correct device and click OK.
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Choose Token Dialog

Please choose a token.

| CryptolD-E ™

|:°Cancel:|‘ Q‘,ﬂoK ‘

5. Type the correct PIN in the dialog box that pops up.

Password Required

Please enter the master password for the CryptolD-E.

00000000 ]

|°Cancel|‘ @GK ‘

Note: The PIN input box will not be displayed if you have logged in at the final step
described in section 1.1.

6. Click OK; a key pair will be generated:

Generating A Private Key

Key Generation in progress... This may take a few minutes....

Please wait...

7. After generating the key pair, the key information and personal information are sent to
the CA. The CA will issue a certificate based on this information provided. Once the

certificate has been issued successfully, the following page will appear:

Microsoft Actve Dwectory Cerficate Seraces - LONGMAICA

i

Certificate Issued

The certficate you requested was issued 1o you
[E] instanis cenicate

I~ Save response

8. Click Install this certificate link on above page, Firefox will install this certificate to

mToken. At this step, you have completed the certificate request process.
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3.2 Using PKCS#11 Interface to access SSL encrypted Website

1. Make sure you have connected mToken CryptolD device (containing certificate) to your
computer. Then start Firefox, accessing the SSL encrypted Website with the HTTPS
protocol.

2. If everything works fine, Firefox will alert PIN boxes of all connected security devices

one after the other. In this case, only the mToken device is connecting to the computer:

Password Required

Please enter the master password for the CryptolD-E.

00000000 ]

|°Cancel|| -CJEGK |

3. Type the correct PIN and click OK, Firefox will call PKCS#11 Interface. The key and
certificate information will be loaded from the device, and a list of all available

certificates will be displayed for user selection.

) User Identification Request x

This site has requested that you identify yourself with a certificate:
192.168.0.37:443

Organization: "longmai"

Issued Under: ™"

Choose a certificate to present as identification:

CryptolD-E:CryptolD-E:Administrator's 1D [61:D0:CB:BB:00:00:00:00:05:C9] &
Details of selected certificate:

Issued to:
CN=Administrator,CN=Users,DC=corp,DC=longmaiTestCA DC=com
Serial Number: 61:00:CB:BB:00:00:00:00:05:C9
Valid from 11/10/2016 23:34:06 to 11/10/2017 23:34:06
Certificate Key Usage: Signing,Key Encipherment
Issued by: CN=corp-longmaiTestCA-CA,DC=corp,DC=longmaiTestCA
Stored in: CryptolD-E

Remember this decision

‘9Cancel| | @OK |

Note: If you have specified Select Automatically in Client Certificate Selection area as

Copyright 2015 Century Longmai Technology Co.,Ltd. ~All rights reserved. |
Public



0 LONGMA
ONG mToken CryptolD Under Linux/Mac OS

shown in 1.1, the certificate will be selected automatically and the certificate selection
dialog box as shown above will not be displayed. The dialog box appears only if you
have specified Ask Every Time.

4. Select an appropriate certificate and click OK. After a series of information exchange

and authentication, the request page will be displayed (the following is an example site):

DM e/ 192:168.0 36 index |+‘ =laEs
€ @ https/192168.0.36 index itml Q@ | |BY- Googie <Ctrisk: Pl e & O -

hello world
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4. Thunderbird Usage Guide

4.1 Using PKCS#11 Interface to send/receive Signed, Encrypted
messages

This section describes how to obtain a secure mail certificate; send/receive signed,
encrypted messages using the PKCS#11 interface in Thunderbird on Linux platform.
Before configuring Thunderbird for dispatching signed, encrypted messages, make sure
that you are able to connect to the email server and communicate using Thunderbird
normally. First of all, you must obtain a certificate for mail security.

4.1.1 Obtaining a Secure Mail Certificate

You can obtain certificate as described in section 1.2, the detail request method have
something to do with the configuration of CA Server. The certificate must have an email
property. You can configure the Email Account in Thunderbird when you get a digital
certificate, then the email account has ability to do with security messages.

4.1.2 Integrate mToken with Thunderbird

To integrate mToken with Thunderbird, perform the following operations:

1. Start Thunderbird, select the account and right click Settings.

hanxingting @longmai.com.cn - Mozilla Thunderbird

2 hanxingting@longmai.c...
& Get Messages | ~ [ write ~ @@ cChat 2 Address Book Search <Ctrl+K>
-0 Get Messages . . . .
5/ Inbox et Hessag nderbird Mail - hanxingting@Ic
5 Trash Open in New Tab
< = Local Folders Open in New Window
& Trash Search Messages... ail
[£3] Outbox
New Folder... Read messages
.
- rite a new message
[ Accounts

HO/ View settings for this account
(= Create a new account:
Email ™ Chat ) Newsgroups Feeds
2. The Account Setting dialog box appears, select Security on the left tree. The

Security configuration page appears on the right side of the window.
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& Account Settings

< hanxingting@longmai.com...
Server Settings

Copies & Folders To send and receive signed or encrypted messages, you should
Composition & Addressing specify both a digital signing certificate and an encryption
Junk Settings certificate.

Disk Space

iots Digital Signing
ﬁp Use this certificate to digitally sign messages you send:
=

Select...
Junk Settings -
Disk Space
Outgoing Server (SMTP) )
Encryption

Use this certificate to encrypt & decrypt messages sent to you:

Select...

Default encryption setting when sending messages:
()

Certificates

|£iew Certificates | |Securit3,: Device5|

Account Actions ~ |

| Cancel || OK

3. Click Security Devices, the Device Manager window will pop up.

Device Manager

Security Modules and Devices Details Value
<~ NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device
< Builtin Roots Module
Builtin Object Token | Load
|  Enable FIPS
. oK |

4. Click Load, type module name and click Browse to select PKCS#11 module from
system.
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(=] Device Manager -

Security Modules and Devices Details Value
< NSS Internal PKCS #11 Module

Generic Crypto Services

Software Security Device
~ Builtin Roots Module

Builtin Qiactlalan Load
Load PKCS#11 Device | —

Enter the information for the module you want to add.

Module Name: [CryptoID—E l | Enable FIPS

Module filename: ljhomefthDesktopjlibcryptl] l Browse... ]

Cancel | | 0K |

OK

5. Click OK, the loaded the PKCS#11 module will show in the list.

& Device Manager -
Security Modules and Devices Details Value | Log In
< NSS Internal PKCS #11 Module Status Not Logged In
Generic Crypto Services Description Virtual Slot 0
Software Security Device Manufacturer
~ Builtin Roots Moduli HW Version 1.0 | Change Password |
Builtin Object Token FW Version 1.0 | Load
~ CryptolD-E Label CryptolD-E
Manufacturer  Longmai
Virtual slot 1 Serial Number 0E101543951A974F
virtual Slot 2 HW Version 4.0 |  Enable FIPS
Virtual Slot 3 FW Version 3.11

| ok

6. At this point, the mToken and Thunderbird have been integrated successfully; you can

Log In, Log Out, Change Password and Unload mToken device.

4.1.3 Configuring E-mail Account Security in Thunderbird

To use user certificate, we should import root certificate so that we can use its public key.
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To configure the security of Email Account, perform the following operations:
1. Click Settings —Security —View Certificates — Authorities. Here you can see all

trusted certificate authorities.

& Certificate Manager - O x

Your Certificates | People | Servers | Authorities | Others
You have certificates on file that identify these certificate authorities:

Certificate Name Security Device

= AC Camerfirma S5.A.
Chambers of Commerce Root - 2008 Builtin Object Token

] A

Global Chambersign Root - 2008 Builtin Object Token
= AC Camerfirma SA CIF AB2743287

Chambers of Commerce Root Builtin Object Token

Global Chambersign Root Builtin Object Token
- ACCY

ACCVRAIZ1 Builtin Object Token
= Actalis 5.p.A./03358520967

Actalis Authentication Root CA Builtin Object Token
- AddTrust AB

AddTrust External CA Root Builtin Object Token [~

Import...

OK

2. Click Import, select root certificate.

3. Select purpose, here | select trust all.

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "corp-longmaiTestCA-CA" for the following purposes?
Trust this CA to identify websites.

Trust this CA to identify email users.

Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View | Examine CA certificate

Cancel | | OK

4. Click OK, the root certificate has been added in Authorities.
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& Certificate Manager - O

Your Certificates | People | Servers | Authorities | Others

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device &
COMODO RSA Extended Validation ... Software Security Device
= ComsSign
ComSign CA Builtin Object Token
ComSign Secured CA Builtin Object Token |E|

= corp-longmaiTestCA-CA

= Cybertrust, Inc
Cybertrust Global Root Builtin Object Token
= D-Trust GmbH
D-TRUST Root Class 3 CA 2 EV 2009  Builtin Object Token
D-TRUST Root Class 3 CA 2 2009 Builtin Object Token
v Deutsche Telekom AG

WView... | |EditTrust...| | Import... | | Export... | |Qe|eteor[)istru5t...‘

5. 0k, now close the window, back to Account Settings window.

& Account Settings

+ hanxingting @longmai.com...
Server Settings

Copies & Folders To send and receive signed or encrypted messages, you should
Composition & Addressing specify both a digital signing certificate and an encryption
Junk Settings certificate.

Disk Space

Digital Signing

Heceu)ts Use this certificate to digitally sign messages you send:
= Local Folders Select...

Junk Settings I

Disk Space

Outgoing Server (SMTP) i
Encryption

Use this certificate to encrypt & decrypt messages sent to you:

' Select...

Default encryption setting when sending messages:

()

Certificates
lyiew Certiﬁcatesl |Securit3,1 Device5|

Account Actions v |

|. Cancel || oK
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6. Click Select in Digital Signing area. The signing certificates for account in the device

are listed in a dialog box.

& Select Certificate x

Certificate: l|e-f48}'a02f-bb93-45d6-92?0-9ad56beﬁafﬁf [14:62:09:3A:00:00:00:00:14:4F] £ l

Details of selected certificate:

Issued to: E=hanxingting@longmai.com.cn,CN=hanxingting@longmai.com.cn
Serial Number: 14:62:09:3A:00:00:00:00:14:4F
Valid from Tue 24 Nov 2015 11:18:29 PM PST to Wed 23 Nov 2016 11:18:29 PM PST
Certificate Key Usage: Signing,Key Encipherment
Email: hanxingting@longmai.com.cn

Issued by: CN=Longmai Tech CA Root,DC=Longmai Tech,DC=beijing

Stored in: Software Security Device

| Cancel || oK |

7. Select a mail certificate and click OK. The certificate will be filled out in the field
before the button in Digital Signing area. At the same time, another dialog box is
displayed, asking you to specify a certificate for others who will send you encrypted

messages.

Thunderbird

/\ You should also specify a certificate for other people to use when they send you
\9/ encrypted messages. Do you want to use the same certificate to encrypt & decrypt
messages sent to you?

Cwo [

8. Click Yes, the digital certificate will be used as encrypt certificate automatically.
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& Account Settings x

< hanxingting@longmai.com...
Server Settings

Copies & Folders To send and receive signed or encrypted messages, you should
Composition & Addressing specify both a digital signing certificate and an encryption
Junk Settings certificate.
Disk Space Digital Signing
Return Receipts - s - .
Security Use this certificate to digitally sign messages you send:
= Local Folders le-f487a02f-bb93-45d6-9270-9ad= Select... l | Clear
Junk Settings
Disk Space [] Digitally sign messages (by default)
Outgoing Server (SMTP) )
Encryption
Use this certificate to encrypt & decrypt messages sent to you:
le-f487a02f-bb93-45d6-9270-9ads | Select... | | Clear

Default encryption setting when sending messages:

@ Never (do not use encryption)

-~ Required (can't send message unless all recipients have
~ certificates)

Certificates

|£iew Certificates | | Security Devices |

Account Actions s |

| Cancel || 0K |

You can select Digital sign messages to use it sign as default, you can also select
Required (can’t send message unless all recipients have certificates). You can also
use below methods to sign or encrypt messages.

Now you can use the Email Account to sign and encrypt messages.

4.1.4 Using Thunderbird to send messages with Digital Signature
1. Start Thunderbird, click New. A new message editor will appear.

& Write: (no subject) )R
File Edit View Options Tools Help
« Spelling ~ [ Attach | ~ @& Security ~ ¥ Save ~

From: hanxingting@longmai.com.cn <hanxingting@longmai.com.cn> v
v To: | ||
Subject:
Paragraph ~ | Variable width - B
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2. After the writing is done, click Security on the toolbar. Select Digitally Sign This
Message from the drop-down list, or select Options— Security — Digitally Sign This
Message.

Write: (no subject)
File Edit View Options TIpols Help

Esend =« Spelling ~ [0 Attach ~ | @& Security ~ ¥ Save -
[] Encrypt This Message

From: hanxingting@longmai.c .cn= o
E Digitally Sign This Messagel

- To: | | longmai@longmai.com.c

View Security Info

Subject:

Paragraph = | Variable Width - B

Write: (no subject)

File Edit View Tools Help
¥f send « spelling | ~ [ At Check Spelling... Ctri+Shift+P |,

Spell Check As You Type
From: hanxingting@lo ai.com.cn> -

- To: | | longmai@longr
[] Return Receipt

[] Delivery Status Motification

Text Encoding

Delivery Format
paragraph v  Variable Wid  priority

Subject:

W W W

Send a Copy To
[] Customize From Address...

[] Encrypt This Message
Digitally Sign This Message

3. Click Send. The PIN box will pop up if you never typed the PIN before. After typing
the correct PIN, the email will be sent out.

4.1.5 Obtaining Recipient’s Public Key and Certificate

= To send an encrypted message, you must obtain the recipient’s public key
or certificate, then encrypt the message with the public key of the recipient
(use the recipient’s public key to encrypt). In this case, only the private key
and corresponding public key, can be used to encrypted message and be
received and read normally.

= To obtain the recipient’s public key or certificate, ask the recipient to send

a message with a digital signature and save the certificate when receiving
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the message. In this way, you can obtain the opponent’s public key and

certificate.

To store the certificate or public key, follow the following steps:

1. Ask the recipient to send you a message with a digital signature, as described in the

previous section.

2. Start Thunderbird to receive the message. Click the mail icon as marked below. A

dialog box pops up, displaying the sender’s information and signing certificate for

you verification.

test - Inbox - Mozilla Thunderbird

[ Inbox [=1 test - Inbox

3456789i8u7654323456780

3. Click on the

[ Inbox

Add to Address Book

Compose Message To

Copy Email Address

Copy Name and Email Address

3456789it

Create Filter From...

&, Get Messages ~ [ Write| ~ @B cChat & Address Book

[=] test - Inbox

& Get Messages | ~ [ Write ~ @B Chat 2 Address Book

x

4 Reply | = Forward

»

¥ Tag~ search <Ctrii+k> & = Events «r
Fri < 0>
i Archive | @ Junk || (§ Delete | More~ 11 v

Em:zo AM

From: address as marked below.

test - Inbox - Mozilla Thunderbird

Nov 2016 CW 45
fi&] New Event

a Today
» Tomorrow
» Upcoming (5 days)

i3]

I
Q@ Tag~ search <Ctri+K> @ = Events Sl
— 11 Fri <o
49 Reply | = Forward || & Archive | @ Junk | ® Delete | More~ Nov 2016 CW 45
a( P1:20AM [&] New Event
4 Today
» Tomorrow

» Upcoming (5 days)

4. Select Edit Contact from the pop-up menu to add the recipient’s address to your

address book. Thus, the recipient’s certificate is associated with its address.

Actually, if you have ever received a message from the recipient, its address and

certificate are associated automatically and recorded by Thunderbird. Later, if you want

to send an encrypted message to the recipient, Thunderbird will use the associated

certificate automatically when you enter the recipient’s address in To: address.
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4.1.6 Using Thunderbird to send Encrypted Messages

Make sure the recipient’s public key or certificate have been obtained in the
previous section when you sending an encrypted message.
To do so, perform the following operations:
= (Case 1: Direct response to the operations
1. Start Thunderbird.
2. Open the message sent by the recipient and click Reply on the toolbar.
3. After the content of the message is complete, click Security —Encrypt This
Message, or Options — Encrypt This Message.
4. Click Send, you will be asked for the PIN if you have not entered it before. Then
click OK.

= Case 2: Direct entry of the address of the recipient

Start Thunderbird.
Click New to open a new message editor.
Type a correct address in the To: address, Thunderbird will use the certificate
associated with the address as the encryption certificate automatically.

4. After the contents of the message is complete, click Security —Encrypt This
Message, or Options —Encrypt This Message.

5. Click Send, you will be asked for the PIN if you have not entered it before.
Then click OK.

= (Case 3: Selection of the recipient from Address book

1. Start Thunderbird.
2. Select Address Book.

hanxingting@longmai.com.cn - Mozilla Thunderbird

| L& hanxingting@longmai.c... LAl |

& Get Messages | ~ [ Write | ~ @B Chat Search <Ctri+k> $& = =G Jd P o
- ] . ) ) . 11 Fri <o

%mm (75) Thunderbird Mail - hanxingting@longmai.com, Nov 2016 CW 45

Trash

~ & Local Folders [&] New Event

T Trash : Toda

[£5) Outbox l Email : Tom:rrow

[l Read messages » Upcoming (5 days)

./ Write a new message

3. The Address Book is displayed as below.
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& Address Book N
File Edit View Tools Help

£ New Contact f@ New List | @ Properties [ wWrite | @) Delete |MName or Ema
<[54 All Add... Books Name v Email Chat Name | Organiza... i
' Perso... Book

(5 collec...esses

longmai
Display Name: longmai Work: Dept
Email: Home: BJ
longmai(@longmai.com.cn Maobile:
12345678909

Total contacts in Personal Address Book: 1

4. Choose an address. Click New, a new message editor appears. The following

operations are the same as in 1.4.3.

4.1.7 Using Thunderbird to send Signed, Encrypted messages

The operations are similar to those of sending an encrypted or signed message,
except that you should select both Encrypt This Message and Digitally Sign This
Message when configuring security.
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5. About Century Longmai

Established in 2003, Century Longmai Technology Co., Ltd is one of the most leading
information security device vendors in China with over 12 years’ experience developing latest
generation of digital security solutions and products for secure information access and
transmission. Our product portfolios include PKI dongles, wireless PKI tokens, OTP tokens,
smart card, smart card readers, electronic document protection solution, software license
dongles, Smartcard readers and OEM services. Proved to be secure and convenient, our
solutions and products are dedicated to help customers build safe, efficient and sustainable
networks, financial systems and enjoy secure access to data and information everywhere

whenever they want.

Century Longmai Technology Co., Ltd

3rd Floor, GongKong Building, No.1, WangZhuang Road, Haidian District, Beijing, China
Postcode: 100083

Tel: (86) 10-62323636 | Fax: (86) 10-62313636

Sales E-mail: info@longmai.net

Support E-mail: support@longmai.net

Website: http://www.longmai.net
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